 Working Draft – Consumer Trust

Key Concepts

Verification of Website Owner or Controller

One of the key issues for consumers in various uses of the Internet is having a way to verify ownership or control of a specific domain name.  As consumers are using the Internet to obtain medical information, enroll in online education courses or simply shop and purchase goods or services, there is an increasing need to be able to verify or validate a specific domain name.   

In some parts of the world, privacy laws require websites who collect any personally identifiable information to provide certain disclosures in the content of the website, including contact details.  Most EU countries require sites that engage in ecommerce, a trading site, provide detailed contact information on their site to allow consumers to easily contact the website owner in case of a problem. The LCEN in France  and Impressum in Germany require more information to be available to the public than what is contained in the WHOIS record.  

LCEN requirements:

- the registered name, address, telephone number, registration number of the company and the amount of its share capital; 

- the name of the person in charge of the publication of the website (under French law, the director of publication of a website has to be a legal representative of the company) and, where relevant, that of the person effectively responsible for the redaction of the website content; 

- the registered name, registered address and the telephone number of the hosting provider of the website in question. 

Example of Impressum information: 

Impressum

Die Webseiten unter www.facebook.de und die auf diesen Seiten vorgehaltenen Dienste werden dir angeboten von: 

Facebook Ireland Limited
Hanover Reach, 5-7 Hanover Quay, Dublin 2 Ireland
http://www.facebook.com/help/contact.php?show_form=impressum_contact oder impressum-support@support.facebook.com

Vorstand: Marc Andreesen, Jim Breyer, Donald Graham, Peter Thiel, Mark Zuckerberg

Facebook, Inc. ist eine nach dem Recht des States Delaware gegründete und registrierte Gesellschaft.
Registernummer: 3835815, Secretary of State, State of Delaware

Sweden and Norway comply with EU laws when they publish individual’s tax returns on the government website.  

http://www.usatoday.com/news/world/2008-06-18-salaries_N.htm
As long as there is a valid reason to disclose information, the reason for doing so is transparent and is not restricted to a special status then disclosure of personal information complies with EU laws.  
 However, these regional laws are difficult to enforce and are not in place on a global scope.

Consumer Recourse

If a consumer has an inquiry or complaint in using a particular website and there are no means of contact provided in the content, consumers need a way to find and identify the owner or controller.
Crime is increasing on the internet and consumers are seeking out ways to protect themselves or at least report the fraud.  A reliable report of crime on the internet is from IC3 http://www.ic3.gov/media/annualreports.aspx
The 2010 Internet Crime Report demonstrates how pervasive online crime has become, affecting people in all demographic groups. The report provides specific details about various crimes, their victims and the perpetrators. It also shows how IC3 continually adapts its methods to meet the needs of the public and law enforcement
The following is excerpts from the 2010 IC3 report: 

“In 2010, IC3 received the second-highest number of complaints since its inception. IC3 also reached a major milestone this year when it received its two-millionth complaint. On average, IC3 receives and processes 25,000 complaints per month.
Top 10 Crime Types

1. Non-delivery Payment/Merchandise 14.4%

2. FBI-Related Scams 13.2%

3. Identity Theft 9.8%

4. Computer Crimes 9.1%

5. Miscellaneous Fraud 8.6%

6. Advance Fee Fraud 7.6%

7. Spam 6.9%

8. Auction Fraud 5.9%

9. Credit Card Fraud 5.3%

10. Overpayment Fraud 5.3%

National Center for Disaster fraud 

Beware of organizations with copy-cat names

similar to but not exactly the same as those of

reputable charities.

• Rather than following a purported link to a

website, verify the legitimacy of non-profit

organizations by utilizing various Internet-based

resources that may assist in confirming the group’s

existence and its non-profit status.
Internet Crime Prevention Tips

Internet crime schemes that steal millions of dollars each year from victims continue

to plague the Internet through various methods. Following are preventative measures

that will assist you in being informed prior to entering into transactions over the Internet:

Credit Card Fraud

        *  Ensure a site is secure and reputable before providing your credit card number online.

        *  Don't trust a site just because it claims to be secure.

        *  If purchasing merchandise, ensure it is from a reputable source.

        *  Promptly reconcile credit card statements to avoid unauthorized charges.

        *  Do your research to ensure legitimacy of the individual or company.

        *  Beware of providing credit card information when requested through unsolicited emails.

Debt Elimination

         *  Know who you are doing business with — do your research.

        *  Obtain the name, address, and telephone number of the individual or company.

        *  Research the individual or company to ensure they are authentic.

        *  Contact the Better Business Bureau to determine the legitimacy of the company.

        *  Be cautious when dealing with individuals outside of your own country.

        *  Ensure you understand all terms and conditions of any agreement.

        *  Be wary of businesses that operate from P.O. boxes or maildrops.

        *  Ask for names of other customers of the individual or company and contact them.

        *  If it sounds too good to be true, it probably is.

Escrow Services Fraud 

        *  Always type in the website address yourself rather than clicking on a link provided.

        *  A legitimate website will be unique and will not duplicate the work of other companies.

        *  Be cautious when a site requests payment to an "agent", instead of a corporate entity.

        *  Be leery of escrow sites that only accept wire transfers or e-currency.

        *  Be watchful of spelling errors, grammar problems, or inconsistent information.

        *  Beware of sites that have escrow fees that are unreasonably low.

Investment Fraud

       *  If the "opportunity" appears too good to be true, it probably is.

        *  Beware of promises to make fast profits.

        *  Do not invest in anything unless you understand the deal.

        *  Don't assume a company is legitimate based on "appearance" of the website.

        *  Be leery when responding to invesment offers received through unsolicited email.

        *  Be wary of investments that offer high returns at little or no risk.

        *  Independently verify the terms of any investment that you intend to make.

        *  Research the parties involved and the nature of the investment.

        *  Be cautious when dealing with individuals outside of your own country.

        *  Contact the Better Business Bureau to determine the legitimacy of the company.

    Phishing/Spoofing

        *  Be suspicious of any unsolicited email requesting personal information.

        *  Avoid filling out forms in email messages that ask for personal information.

        *  Always compare the link in the email to the link that you are actually directed

          to.

        *  Log on to the official website, instead of "linking" to it from an unsolicited email.

        *  Contact the actual business that supposedly sent the email to verify if the email

          is genuine.

Conclusion

As the 2010 Internet Crime Report shows, the effects of online crime cut across all demographic groups and span the globe. IC3 has demonstrated its ability to

adapt to the ever-changing landscape of Internet crime by providing the latest technological tools to assist law enforcement in bringing perpetrators to justice.

The combined power of IC3’s CMS, ICSIS and Automatch streamlines the way complaints are processed and referred.  The expert analysis IC3 provides to law enforcement fosters greater collaboration between investigators in

multiple jurisdictions.  As this report demonstrates, cyber criminals have

become more creative in devising ways to separate Internet users from their money. IC3 has evolved to keep pace with emerging trends and technology, becoming an indispensible asset to victims of online crime and to law enforcement.”
Although, the IC3 report does not mention WHOIS specifically the recommendations for protecting yourself on the web imply that consumers should check the WHOIS record before doing business on a website.  They specifically mention verifiying legitimacy, research the parties and know who you are doing business with.  An accurate and available WHOIS record should be the first place for a consumer to start their research. 
This need is becoming more critical as technology capabilities allow websites to collect information from website visitors in ways that are not obvious or conspicuous to the website visitors.  It is no longer necessary to just avoid entering data on a website to prevent the collection of personal data.

Privacy laws are emerging in regional areas of the world to try and address this consumer concern.  But again, even in areas where laws may be applicable, means of enforcement have not been developed or implemented yet.

Lack of Consumer Awareness

The current WHOIS policy addresses this type of consumer need by requiring unrestricted public access and accuracy of the WHOIS data.  However there has not been any recent WHOIS awareness or public relations programs to promote consumer awareness.

As many consumers use search engines to find information on the Internet, they may not know the term “WHOIS” to use in a search engine.  Even when “WHOIS” is applied to a search engine, all sorts of responses appear.  And many of the links provided only lead to the name of the registrar.  It is not intuitive how to find the domain registrant information

.   A Google search for “WHOIS lookup” provides the following: 

1. WhoIs Domain Lookup - Search available Domains | GoDaddy.com
www.godaddy.com      

You +1'd this publicly. Undo
Free Hosting w/Site Builder & more. 

Search Results

1. WHOIS Search for Domain Registration Information | Network ...
www.networksolutions.com/whois/index.jsp - Cached

 HYPERLINK "http://www.google.com/search?hl=en&biw=1423&bih=691&q=related:www.networksolutions.com/whois/index.jsp+whois+lookup&tbo=1&sa=X&ei=6CldTsy0LpCDsgL2oJUM&sqi=2&ved=0CCwQHzAA" Similar
You +1'd this publicly. Undo
For a small monthly fee, we'll act as your proxy — which means that anyone who does a WHOIS lookup for your domain name information will find our contact ...
Make a WHOIS search on any ... - Domain Name - IP Address
2. Whois Lookup - Domain Names Search, Registration, & Availability ...
www.whois.net/ - Cached

 HYPERLINK "http://www.google.com/search?hl=en&biw=1423&bih=691&q=related:www.whois.net/+whois+lookup&tbo=1&sa=X&ei=6CldTsy0LpCDsgL2oJUM&sqi=2&ved=0CDgQHzAB" Similar
You +1'd this publicly. Undo
Whois.net, Your Trusted Source for Secure Domain Name Searches, Registration, Availability & More. Use Our Free Whois Lookup Database To Search For ...
Whois By IP Address - Whois domain tools - Your IP Address - Ping
3. Whois Lookup & Domain Availability Search | DomainTools
whois.domaintools.com/ - Cached

 HYPERLINK "http://www.google.com/search?hl=en&biw=1423&bih=691&q=related:whois.domaintools.com/+whois+lookup&tbo=1&sa=X&ei=6CldTsy0LpCDsgL2oJUM&sqi=2&ved=0CEUQHzAC" Similar
You +1'd this publicly. Undo
Research domain ownership with Whois Lookup: Get ownership info, IP address management, rank, traffic, SEO, & more. Find available domains & domains for ...
4. WHOIS Lookup for Domain & IP Address Research | Whois Source
www.whois.sc/ - Cached

 HYPERLINK "http://www.google.com/search?hl=en&biw=1423&bih=691&q=related:www.whois.sc/+whois+lookup&tbo=1&sa=X&ei=6CldTsy0LpCDsgL2oJUM&sqi=2&ved=0CE0QHzAD" Similar
You +1'd this publicly. Undo
Discover who is behind a Website or IP Address by using our WHOIS Database Search. Domain Availability, History, Website Thumbnails, and more.

5. Internic | Whois
www.internic.net/whois.html - Cached

 HYPERLINK "http://www.google.com/search?hl=en&biw=1423&bih=691&q=related:www.internic.net/whois.html+whois+lookup&tbo=1&sa=X&ei=6CldTsy0LpCDsgL2oJUM&sqi=2&ved=0CFUQHzAE" Similar
You +1'd this publicly. Undo
Oct 22, 2001 – Whois Search. Whois (.aero, .arpa, .asia, .biz, .cat, .com, .coop, .edu, .info, .int, .jobs, .mobi, .museum, .name, .net, .org, .pro, and .travel): ...
6. Who.is: Whois Lookup, Website, Domain Name, and IP Tools - Who.is
who.is/ - Cached

 HYPERLINK "http://www.google.com/search?hl=en&biw=1423&bih=691&q=related:who.is/+whois+lookup&tbo=1&sa=X&ei=6CldTsy0LpCDsgL2oJUM&sqi=2&ved=0CF0QHzAF" Similar
You +1'd this publicly. Undo
Who.is has a large suite of tools related to whois, whois lookup, websites, domain names and ip addresses.

7. Whois.com - Domain Names & Identity for Everyone
whois.com/ - Cached

 HYPERLINK "http://www.google.com/search?hl=en&biw=1423&bih=691&q=related:whois.com/+whois+lookup&tbo=1&sa=X&ei=6CldTsy0LpCDsgL2oJUM&sqi=2&ved=0CGUQHzAG" Similar
You +1'd this publicly. Undo
Whois lookup, domain name search, domain name registration, available domain names, domain whois database information.

8. Whois Domain Lookup Search - Whois Lookup: Find Who ...
www.register.com/whois.rcmx - Cached

 HYPERLINK "http://www.google.com/search?hl=en&biw=1423&bih=691&q=related:www.register.com/whois.rcmx+whois+lookup&tbo=1&sa=X&ei=6CldTsy0LpCDsgL2oJUM&sqi=2&ved=0CG0QHzAH" Similar
You +1'd this publicly. Undo
Whois domain lookup search - find out who registered a website and check a domain name with our Whois lookup tool.

9. Whois Lookup | Domain Availability - Registration Information
who.godaddy.com/ - Cached

 HYPERLINK "http://www.google.com/search?hl=en&biw=1423&bih=691&q=related:who.godaddy.com/+whois+lookup&tbo=1&sa=X&ei=6CldTsy0LpCDsgL2oJUM&sqi=2&ved=0CHUQHzAI" Similar
You +1'd this publicly. Undo
Search the WHOIS database on the World's Largest Domain Name Registrar. Find out domain availability or contact the current owner of the website you are ...
10. Whois - IP Address - Domain Name Lookup
cqcounter.com/whois/ - Cached

 HYPERLINK "http://www.google.com/search?hl=en&biw=1423&bih=691&q=related:cqcounter.com/whois/+whois+lookup&tbo=1&sa=X&ei=6CldTsy0LpCDsgL2oJUM&sqi=2&ved=0CH0QHzAJ" Similar
You +1'd this publicly. Undo
...

.com and .net are Thin WHOIS registries and there is not a single source for complete WHOIS information for every domain name registration.   An interested consumer may have to go through several steps to find the WHOIS record for a specific domain name
To start, a consumer may pick one of the sites from the Google results above.   Once they enter the domain name into the WHOIS tool they may not find the WHOIS record at that site.  Since each registrar is required to only maintain the WHOIS information on the domain that they manage a consumer must know how to either look up the Thin WHOIS at the registry to determine the registrar or randomly check the WHOIS at multiple registrars hoping that the data will be there but since  not all registrars work together and share the WHOIS information this can be problematic .  This seems an unreasonable expectation for a consumer that is not familiar with the system.  

One example – 
When looking up Guoxuwang.com there was no WHOIS information returned in a WHOIS query  at MarkMonitor.com,  GoDaddy.com , NSI.com or Enom.com.  Some registrars will provide a message similar to the following when the WHOIS record cannot be retrieved; 

Whois Server Version 2.0

Domain names in the .com and .net domains can now be registered

with many different competing registrars. Go to http://www.internic.net

for detailed information.

 When this occurs the individual can access the Thin WHOIS record at the registry site   Internic.net.   The Thin WHOIS record will provide  the name of the registrar and the URL for the WHOIS server.  
Example of Thin WHOIS 
Domain Name: FACEBOOK.COM

   Registrar: MARKMONITOR INC.

   Whois Server: whois.markmonitor.com

   Referral URL: http://www.markmonitor.com

   Name Server: NS1.FACEBOOK.COM

   Name Server: NS2.FACEBOOK.COM

   Name Server: NS3.FACEBOOK.COM

   Name Server: NS4.FACEBOOK.COM

   Name Server: NS5.FACEBOOK.COM

   Status: clientDeleteProhibited

   Status: clientTransferProhibited

   Status: clientUpdateProhibited

   Status: serverDeleteProhibited

   Status: serverTransferProhibited

   Status: serverUpdateProhibited

   Updated Date: 16-mar-2011

   Creation Date: 29-mar-1997

   Expiration Date: 30-mar-2020

A consumer would then need to access the URL for the WHOIS server indicated in the Thin WHOIS.  Sometimes the URLs do not resolve and the consumer is forced to search the registrar site for a link to the WHOIS tool.  This requires knowledge and determination by the consumer that is burdensome and unnecessary.  
Maintaining a Thick WHOIS record at the registry level is the norm for registries. The .com and .net registries are exceptions to the rule.  This complicates many aspects of maintaining an accurate and available WHOIS record and creates issues for the consumer looking for contact information on a domain name registration. 
Originally the .com and .net registries both maintained a Thick WHOIS database which was searchable, as pointed out in the COA comments 

“When ICANN came on the scene in the late 1990’s, the gTLD Whois database for the

TLDs generally open to public registration1 had the following characteristics:

 It was unified. The entire database was held by, and made available by, the monopoly provider of domain name registration services .

 It was accessible 24/7, to all members of the public, without charge, and with virtually no restrictions on use of the data.

 It was fully searchable. Whois users could, for example search by registrant as well as by domain name, and thus identify multiple registrations by the same registrant.

 It had serious problems of inaccuracy. While the first measurements of the degree of inaccuracy did not come until later, there is no doubt that many registrants supplied patently false data, and there was little enforcement of accuracy requirements”
The IPC comments call for a change to Thick Whois by the .com and .net registries
, “ICANN should move swiftly to (1) bring the last two gTLD registry outliers (.com and .net) into the mainstream by operating thick Whois services at the registry level; “

Time Warner also commented on the need for a Thick WHOIS 
“It also stands to reason (and experience confirms) that ICANN could more effectively enforce compliance with 21 registries than with 900 registrars. 19 of the 21 registries today operate in a “thick Whois” environment in which the public may obtain the full set of accessible registrant contact within a gTLD from a single source – the registry. Public access to Whois data is not a problem in these registries. The two outliers, unfortunately, are the two largest – .com and .net – and not coincidentally, these are the registries where public access to Whois (through registrars) is inconsistent and sometimes simply unavailable. Every new gTLD will be a thick registry; .com and .net will be even more isolated then than now. The thin registry model was created in order to stimulate a competitive marketplace in registration services. Now that that marketplace has been achieved, ICANN should set out a timetable for converting these two outliers to thick registries. Improved compliance with Whois data accessibility policies will be among the beneficial results of this change.”
ICANN should require that Verisign convert the .com and .net registry to collect and maintain  Thick WHOIS data within a reasonable timeframe
.     

Data Privacy Laws

Most EU countries require sites that engage in ecommerce, a trading site, provide detailed contact information on their site to allow consumers to easily contact the website owner in case of a problem. The LCEN in  France  and Impressum in Germany require more information to be available to the public than what is contained in the WHOIS record.  
LCEN requirements:

- the registered name, address, telephone number,registration number of the company and the amount of its share capital; 

- the name of the person in charge of the publication of the website (under French law, the director of publication of a website has to be a legal representative of the company) and, where relevant, that of the person effectively responsible for the redaction of the website content; 

- the registered name, registered address and the telephone number of the hosting provider of the website in question. 

Example of Impressum information: 

Impressum

Die Webseiten unter www.facebook.de und die auf diesen Seiten vorgehaltenen Dienste werden dir angeboten von: 

Facebook Ireland Limited
Hanover Reach, 5-7 Hanover Quay, Dublin 2 Ireland
http://www.facebook.com/help/contact.php?show_form=impressum_contact oder impressum-support@support.facebook.com

Vorstand: Marc Andreesen, Jim Breyer, Donald Graham, Peter Thiel, Mark Zuckerberg

Facebook, Inc. ist eine nach dem Recht des States Delaware gegründete und registrierte Gesellschaft.
Registernummer: 3835815, Secretary of State, State of Delaware

Sweden and Norway comply with EU laws when they publish individual’s tax returns on the government website.  

http://www.usatoday.com/news/world/2008-06-18-salaries_N.htm
As long as there is a valid reason to disclose information, the reason for doing so is transparent and is not restricted to  a special status then disclosure of personal information complies with EU l
Ease of Use and Public Access

The current policy implementation permits registries to only provide the registrar name for WHOIS data.  Registrars vary in the ease of use to find and locate WHOIS data for a specific domain name. 

Another factor in the use of WHOIS is the constraint on availability of multi-lingual information.  If a domain name registrant is located in another country, the information may be in a foreign language that the consumer needs to have interpreted or translated.

Accuracy

For consumers to use and depend on WHOIS data, the data must be reliable.  Past studies of the accuracy of WHOIS data indicates deficiencies in the current level of accuracy.

(Placeholder to include summary of WHOIS Accuracy study results.)

�2 years? 





