Overview of Consumer Trust Research Study

The Review Team decided to undertake an independent research study to gain a better understanding of consumer trust as it relates to the use of WHOIS.  The premise for this decision was based on the AOC, Paragraph 4 which states:

“A private coordinating process, the outcomes of which reflect the public interest, is best able to flexibly meet the changing needs of the Internet and of Internet users. ICANN and DOC recognize that there is a group of participants that engage in ICANN's processes to a greater extent than Internet users generally.”

Therefore, the WHOIS review team felt that we should solicit input beyond the ICANN constituencies.  Specific questions related to consumer trust were: 
· What factors influence consumer’s perception of trustworthy websites?
· Are consumers aware of the WHOIS and WHOIS records for domain name registrations to evaluate trust in a website?
· Are consumers able to locate and find domain registrant information with a reasonable ease of use?

A subcommittee was formed to address these questions.  The initiative, led by Lynn Goodendorf, engaged a third party service provider tasked with obtaining information sufficient to provide the answers.   

UserInsight, the third party selected by our subcommittee and retained by ICANN, conducted a study performed in two phases; a qualitative phase was conducted to help formulate and construct questions for a second quantitative phase.  

Phase One: Qualitative Phase

The primary purpose of the qualitative phase was to inform the creation of a quantitative survey.  An additional goal of this phase was to determine similarities across countries as well as distinct differences resulting from unique cultures and perspectives. 

User Insight selected 20 individuals now living in the U.S. whose home countries represented 8 of the 10 countries targeted for the follow on quantitative surveys:

· Argentina, 
· Australia
· Brazil, 
· China,
· France,
· South Africa,
· Spain and
· United States

This small focus group of 20 users included:
· 8 Males and 12 Females
· A balanced representation of ages that ranged from age 18 to 56.
· All were Internet users and expressed confidence in making purchases online
· 9 of the 20 owned a domain name
· 12 of the 20 had concerns about websites they have visited in the past

After completing a 15-item questionnaire the participants were paired based on levels of Internet use experience.    Each team contained a participant with a low level of Internet experience and the second with a higher level of experience.  Each pair were interviewed and filmed while they answered questions and performed tasks on an Internet connected computer. 

These tasks included:

· Review and feedback regarding a known fraudulent website that appeared credible;
· Observations of the individuals attempting to locate domain name registrant information and feedback on that exercise
· 11 of the 20 individuals owned a domain name and were asked to look up their own information and their feedback was captured

Although the initial phase of the study was not intended to provide statistical data, qualitative feedback from the participants may indicate that “consumer trust” is a multi-layered concept.  Trust-building components mentioned in this phase included:

	Visual Aesthetics of Website and Ease of Navigation
· Older “style” websites were seen as less trustworthy; possibly not maintained.  
· Legitimate WHOIS result pages by various registries and registrars were misinterpreted as not valid because the format, font and presentation looked like computer script
· Legitimate WHOIS result pages often had prominent and conspicuous advertisements that distracted from the actual WHOIS results

Perceptions of “.com”
· Viewed as more credible and trusted
· Assumptions made that .com was unavailable for websites using other TLDs
· International users did not express more trust for their home country code TLD

Strategies to find Domain Owner Information
· Use of search engines such as Google, Bing, Maps, etc.
· Locating User Forums with comments about websites
· Overall low awareness of WHOIS as a lookup or directory service


Phase Two:  Quantitative Phase:

The global online study, the second phase of UserInsight’s work, involved the administration of a 17 item multiple choice format survey questionnaire to Internet users in diverse geographic regions. The online survey involved 1,217 respondents from 10 countries distributed as follows:

· Australia, China and India from the Asia Pacific region
· France, Germany, Spain and South Africa from Europe and Africa
· Argentina, Brazil and the U.S. from the Americas region

The surveys began September 30th and concluded October 14th, 2011.  553 males and 664 females from 18 to over 60 years of age were included in this study.

277, or approximately 23% of those surveyed, owned domain names. Most of the domain names owned by those surveyed were for personal use, with the remaining, approximately 40%, for commercial use.  A significant percentage of those owning domain names claimed to collect personal information, or facilitate financial transactions, through their website.    

The survey focused on the two key areas: website trust and awareness of WHOIS.  Towards the end of the survey, the user was asked to locate “the website owner of www.thecocacolacompany.com”.

Thick WHOIS information for www.thecocacolacompany.com is available from the registrar CSC Corporate Domains, Inc.  Other WHOIS services, as for example Internic’s WHOIS, will only return thin WHOIS data.  Consequently, the name and address of the owner the domain name in question would be available from a WHOIS service only to those who managed to locate the CSC Corporate Domains, Inc. WHOIS webpage.

The results of the survey revealed that most located the correct name and address of the owner of the www.thecocacolacompany.com domain name, but not through a WHOIS service.

Interestingly, similar themes emerged from this phase of the study, summarized below:  


Website Trust

· Trust in a website is enhanced with safe and secure images such as VeriSign and TRUSTe when visiting ecommerce sites (68%)
· Websites of companies or brand names already known to the users also engenders trust: (63%)
· Users in France also look for https for a lock icon in order to obtain confidence in the site (50%)
· When concerned that a website is fraudulent, the majority of users will look for contact information on the website content (67%) and then search for user reviews (60%)
· When asked to locate the domain owner of www.thecocacolacompany.
com, most agreed that it was easy (72%), and correctly identified the owner of the website (66%)
· Most users agreed that they were confident they had found the information they were looking for (76%) and that the information they found was trustworthy (85%)

WHOIS 

· Overall, awareness of WHOIS is low (24%).
· When asked to find the owner of  www.thecocacolacompany.com, most users did not think to utilize the WHOIS look-up service (77%)
· If concerned that a website is fraudulent, 68% of International and 65% of National users would “Find Website Contact Information” first and “Search for User Reviews” as a second step users (59% of International and 61% of National).

UserInsight provided some comments and recommendations at the conclusion of the study.  Items of particular note were:

• Consider the overall strategy of having domain providers (registries and registrars) maintaining and promoting WHOIS look-up service

• Consider conducting future research to better understand:
• Why some users do not trust the information found
• The impact of incomplete records on consumer trust
• The impact of single vs. double byte characters for some International users

Conclusions

Significant indications from the UserInsight study include:

· Those wanting to validate the integrity or authenticity of a website use a variety of methods which indirectly lead to WHOIS data published by registries and registrars.  However, the WHOIS results pages were confusing and lacked credibility because of the visual presentation and distraction of domain ads for sale.	Comment by Lynn Goodendorf User: Requires further discussion	Comment by ZT Windows 7: I understood the result of the second phase to suggest that most never got to WHOIS at all?

· A significant percentage of those who own a domain name are unaware of WHOIS and, therefore, unaware that their name and contact information are publicly available through WHOIS. 

· The study does not reveal the potential value of WHOIS to the overall population of Internet users because there is such a low level of awareness and a lack of consistency in the source and presentation of WHOIS data or domain registrant information.

· The results of the study are consistent with our impression that “consumers of WHOIS” are not the same as “consumers” of Internet services generally, that is, Internet users.  We think “Consumers of WHOIS” comprise, to a greater degree than others, law enforcement, the industry around law enforcement, brand protection and the domain name industry.   

 
