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Second Security, Stability, and Resiliency of the Domain Name System Review Team (SSR2)  
DRAFT WORKPLAN


Background
The Second Security, Stability, and Resiliency of the Domain Name System Review Team (SSR2) was confirmed in February 2017 and held its first Plenary meeting in March 2017.

This document serves as a guide developed by the SSR2 Review Team as a plan for its work for the review focusing on key areas for discussion and milestones to be achieved during the review process and it will be updated as the work progresses.


	Section 1.0 Preparation 

	Milestone
	Description
	Start
	Expected Complete
	Complete
	Status Updates & Notes

	Determine leadership 
	Review team will select their own leadership. The designated review team leadership will have responsibilities for managing the work of the review team and determining consensus.
	03-2017
	03-2017
	03-2017
	Leadership announced. 

	Determine role of observers
	Review team should determine how it would like to obtain input and feedback from its observers. Eg. Observers given time on meeting agendas to speak? How should written input be considered?
	03-2017
	04-2017
	05-2017
	Details located on decicated Observers wiki page

	Adopt legal docs (Conflict of Interest policy, NDA, Statement of Interest)
	Review Team to sign Non-Disclosure Agreement, Confidential Disclosure Framework (pursuant to ICANN Bylaws ‐ Section 4.6 (a)(vi)(A) Confidential Disclosure to Review Teams), and to provide duly completed Statement of Interests.
	03-2017
	
	
	

	Develop methodology to prioritize issues to be addressed in scope, including validating issues against ICANN Bylaws
	Objectives should be set forth in priority order and accompanied by a description of prioritization criteria applied by the Review Team, including an assessment against ICANNs limited Mission and Scope
	05-2017
	
	
	

	Adopt scope of work
	Adopt a framework that identifies the prioritized focus of the work to be performed by the Review Team
	05-2017
	
	
	

	Adopt Terms of Reference (ToR) 
	The review team should come to agreement on the Terms of Reference and ensure they share a common understanding of the scope of the review, definitions to use, associated work plan and desired output. In doing so, the review team shall consider comments about scope provided by Supporting Organizations and Advisory Committees during the selection process, as appropriate.
	04-2017
	05-2017
	05-2017
	Adopted Terms of Reference shared with Board.

	Adopt Work Plan
	Identify steps and details for the work to be performed and estimated dates for when the work will be completed. Progress towards time-bound milestones defined in the work plan shall be tracked and published on Fact Sheet.  
	04-2017
	
	
	

	Communicate adoption of ToR and Work Plan with ICANN Board
	Per ICANN Board Resolution 3 February 2017: The ICANN Board requests that this team develop and deliver to the Board their approved Terms of Reference and Work Plan by the 30th of March, to ensure that the team's scope and timeline is consistent with the requirements of the ICANN Bylaws.
	05-2017
	05-2017
	05-2017
	Email sent to Chair of the Board. ICANN Board comments on the Terms of Reference of the Second Security, Stability,
and Resiliency of the DNS Review Team (SSR2)


	Define Review Team project management roles and responsibilities, including budget management
	Identify Review Team member(s) responsible for liaising with ICANN organization on budget management, on project management and work plan tracking.
	04-2017
	05-2017
	05-2017
	

	Identify need for and deliver a proposal on division of work 
	The Review Team can create as many sub-teams as it deems necessary, through its standard decision process, to complete its tasks. 
	04-2017
	06-2017
	06-2017
	Subtopics and work items identified. 

	Determine requirements for consultant/independent expert and – if necessary – develop statement of work
	Determine if the review team members have the resources and expertise to conduct the work themselves or if additional resources are needed. 
	05-2017
	08-2017
	
	

	Develop and adopt outreach plan 
	Develop a communications and engagement plan that includes calls for input on Review Team work
	05-2017
	
	
	Draft outreach list in development 




	Section 2.0 Research and Studies 

	Milestone
	Description
	Start
	Expected Complete
	Complete
	Status Updates and Notes

	Assemble repository of background materials
	ICANN organization to assemble
	
	On-going 
	
	Available on dedicated wiki page here. ICANN organization to continue populating, as needed

	Identify briefings/data sources needed
	The group shall identify the types and instances of data sources that are deemed needed, important, or useful to this review.
	
	
	
	

	Identify research needs and develop requirements to address needs
	The group shall identify any research needed and provide any speficic requirements that are deemed needed, important, or useful to this review.
	
	
	
	

	If applicable, assess previous Review Team’s Recommendations and associated Implementation Report
	SSR1 Implemention Briefings
	05-2017
	12-2017
	

	

	Identify expert resouces for outreach and data gathering
	The group shall identify the expert communities and organizations that are deemed needed, important, or useful to contact for this review.
	04-2017
	
	
	List of organizations assembled for outreach

	Determine requirements for consultant/independent expert and – if necessary – develop requirements, scope of work, and deliverables
	Review team to determine if members have the resources and expertise to conduct the work themselves or if additional resources are needed. 
	06-2017
	08-2017
	
	



	Section 3.0 Subteams 

	Milestone
	Description
	Start
	Expected Complete
	Complete 
	Status Updates and Notes

	Sugroups formed
	The RT agrees to form subgroups 
	
	
	
	

	SSR1 Review 

	Select Members of the Subgroup and determine Rapporteur
	The full RT to finalize the members of the subteam
	05-2017
	
	06-2017
	Members: 
· Alain Patrick Aina - Rapporteur
· Denise Michel
· Ram Krishna Pariyar


	Establish Manadate, Objectives and timeline for the work 
	The group will be responsible for reviewing the implementation of the first Security, Stability and Resiliency (SSR1) Review Team's work and drafting a document outlining the effectiveness of said implementation. 
	
	
	
	

	Identify Subgroup Objectives and Timeline
	
	
	
	
	

	Determine topics and questions for investiagion 
	
	
	
	
	See https://docs.google.com/document/d/1DWoT4VoMlT5Dvcy78EXI-O5tQFqa9CblwsDEV6go51s/edit

	Validate topics against ICANN Bylaws 
	Assess identified topics against ICANNS limited Mission and Scope, and bylaw requirements to determine if within scope to proceed. 
	
	
	
	

	Adopt Work Plan
	Identify steps and details for the work to be performed and estimated dates for when the work will be completed. Progress towards time-bound milestones
	06-2017
	08-2017
	
	See: https://community.icann.org/display/SSR/Subgroup+%231+-+SSR1+Review 

	Conduct investigation of identified objectives
	
	
	
	
	

	Determine if specific research is needed 
	
	
	
	
	

	Determine if Independent Expert is needed
	
	
	
	
	

	Prepare draft report, including proposed recommendations that follow the S.M.A.R.T. model, and include metics to assist with implementation 
	
	
	
	
	

	Present subgroup report and proposed recommendtions to RT
	
	
	
	
	

	
	
	
	
	
	

	ICANN SSR

	Select Members of the Subgroup and determine Rapporteur
	The full RT to finalize the members of the subteam
	05-2017
	
	06-2017
	Members:  
· Boban Krsic - Rapporteur
· Denise Michel
· James Gannon
· Kerry-Ann Barrett
· Noorul Ameen
· Žarko Kecić

	Establish Manadate, Objectives and timeline for the work 
	The group will be responsible for reviewing the completeness and effectiveness of ICANNs internal security processes and the effectiveness of the ICANN security framework.
	
	
	
	

	Identify Subgroup Objectives and Timeline
	
	
	
	
	

	Determine topics and questions for investiagion 
	
	
	
	
	See https://docs.google.com/document/d/1DWoT4VoMlT5Dvcy78EXI-O5tQFqa9CblwsDEV6go51s/edit

	Validate topics against ICANN Bylaws 
	Assess identified topics against ICANNS limited Mission and Scope, and bylaw requirements to determine if within scope to proceed. 
	
	
	
	

	Adopt Work Plan
	Identify steps and details for the work to be performed and estimated dates for when the work will be completed. Progress towards time-bound milestones
	06-2017
	08-2017
	
	See https://community.icann.org/display/SSR/Subgroup+%232+-+ICANN+SSR 

	Conduct investigation of identified objectives
	
	
	
	
	

	Determine if specific research is needed 
	
	
	
	
	

	Determine if Independent Expert is needed
	
	
	
	
	

	Prepare draft report, including proposed recommendations that follow the S.M.A.R.T. model, and include metics to assist with implementation 
	
	
	
	
	

	Present subgroup report and proposed recommendtions to RT
	
	
	
	
	

	
	
	
	
	
	

	DNS SSR

	Select Members of the Subgroup and determine Rapporteur
	The full RT to finalize the members of the subteam
	05-2017
	
	06-2017
	Members:  
· Geoff Huston - Rapporteur
· Alain Patrick Aina
· Cathy Handley
· Jabhera Matogoro
· Ram Krishna Pariyar
· Don Blumenthal
· Mohamad Amin Hasbini
· Eric Osterweil
· Boban Krsic
· Žarko Kecić

	Establish Manadate, Objectives and timeline for the work 
	The group will be responsible for reviewing ICANNs role in the broader security of the DNS and unique identifiers system, including its role in mitigating threats to the DNS and other unique identities it coordinates.
	
	
	
	

	Identify Subgroup Objectives 
	
	
	
	
	

	Determine topics and questions for investiagion 
	
	07-2017
	
	
	See Google Doc https://docs.google.com/document/d/1HcwcIPhdN3Ogad0zqR7vM5IVyrio6sxCWQF7RGpxoHI/edit#heading=h.gjdgxs 

	Validate topics against ICANN Bylaws 
	Assess identified topics against ICANNS limited Mission and Scope, and bylaw requirements to determine if within scope to proceed. 
	
	
	
	

	Adopt Work Plan
	 Identify steps and details for the work to be performed and estimated dates for when the work will be completed. Progress towards time-bound milestones
	06-2017
	08-2017
	
	

	Conduct investigation of identified objectives
	
	
	
	
	

	Determine if specific research is needed 
	
	
	
	
	

	Determine if Independent Expert is needed
	
	
	
	
	

	Prepare draft report, including proposed recommendations that follow the S.M.A.R.T. model, and include metics to assist with implementation 
	
	
	
	
	

	Present subgroup report and proposed recommendtions to RT
	
	
	
	
	

	
	
	
	
	
	

	Future Challenges

	Select Members of the Subgroup and determine Rapporteur
	The full RT to finalize the members of the subteam
	05-2017
	
	06-2017
	Members:  
· Kerry-Ann Barrett - Rapporteur
· Denise Michel
· Eric Osterweil
· Jabhera Matogoro
· Mohamad Amin Hasbini
· Noorul Ameen

	Establish Manadate, Objectives and timeline for the work 
	The group will be responsible for reviewing the long term strategy of ICANN to plan for and mitigate potential threats to the secure and resilient operation of the unique identifiers systems it coordinates.
	
	
	
	

	Identify Subgroup Objectives and Timeline
	
	
	
	
	

	Determine topics and questions for investiagion 
	
	
	
	
	See https://docs.google.com/document/d/1DWoT4VoMlT5Dvcy78EXI-O5tQFqa9CblwsDEV6go51s/edit 

	Validate topics against ICANN Bylaws 
	Assess identified topics against ICANNS limited Mission and Scope, and bylaw requirements to determine if within scope to proceed. 
	
	
	
	

	Adopt Work Plan
	Identify steps and details for the work to be performed and estimated dates for when the work will be completed. Progress towards time-bound milestones
	06-2017
	08-2017
	
	

	Conduct investigation of identified objectives
	
	
	
	
	

	Determine if specific research is needed 
	
	
	
	
	

	Determine if Independent Expert is needed
	
	
	
	
	

	Prepare draft report, including proposed recommendations that follow the S.M.A.R.T. model, and include metics to assist with implementation 
	
	
	
	
	

	Present subgroup report and proposed recommendtions to RT
	
	
	
	
	

	
	
	
	
	
	

	IANA Transition 

	Select Members of the Subgroup and determine Rapporteur
	The full RT to finalize the members of the subteam
	05-2017
	
	06-2017
	Members:  
· James Gannon - Rapporteur
· Cathy Handley
· Eric Osterweil
· Geoff Huston

	Establish Manadate, Objectives and timeline for the work 
	The group will be responsible for reviewing the impact of the IANA transition on the security of ICANN and the unique identifier systems it coordinates.
	
	
	
	

	Identify Subgroup Objectives and Timeline
	
	
	
	
	

	Determine topics and questions for investiagion 
	
	
	
	
	See https://docs.google.com/document/d/1DWoT4VoMlT5Dvcy78EXI-O5tQFqa9CblwsDEV6go51s/edit

	Validate topics against ICANN Bylaws 
	Assess identified topics against ICANNS limited Mission and Scope, and bylaw requirements to determine if within scope to proceed. 
	
	
	
	

	Adopt Work Plan
	Identify steps and details for the work to be performed and estimated dates for when the work will be completed. Progress towards time-bound milestones
	06-2017
	08-2017
	
	See: https://trello.com/b/CLrY87hn/ssr2-subtopic-5-iana-transition 

	Conduct investigation of identified objectives
	
	
	
	
	

	Determine if specific research is needed 
	
	
	
	
	

	Determine if Independent Expert is needed
	
	
	
	
	

	Prepare draft report, including proposed recommendations that follow the S.M.A.R.T. model, and include metics to assist with implementation 
	
	
	
	
	

	Present subgroup report and proposed recommendtions to RT
	
	
	
	
	



	Section 4.0 Draft Report 

	Milestone
	Description
	Start
	Expected Complete
	Complete
	Status Updates and Notes

	Assemble findings
	The Review Team, after completing its research and studies, shall draw initial conclusions and endeavor to produce findings. 
	
	
	
	

	Develop and adopt template for findings and recommendations
	Information will be made available for the Review Team’s reference on how to approach development of a SMART and implementable recommendation.
	
	
	
	

	Seek Board Caucus group and ICANN organization’s input on findings
	Engage with ICANN organization and ICANN Board Caucus Group, to seek input on findings in development under the agreed scope 
	
	
	
	

	Consolidate findings and assemble draft recommendations
	Draft recommendations may arise from initial findings. Duly complete templates adopted by Review Team
	
	
	
	

	Cross-check draft recommendations with scope

	Ensure draft recommendations support objectives of the Review and are in line with the agreed-upon scope.
	
	
	
	

	Seek Board Caucus group and ICANN organization’s input on implementability of draft recommendations
	Engage with ICANN organization and ICANN Board Caucus Group, to seek input on feasibility of recommendations under the agreed scope 
	
	
	
	

	Adopt report format 
	A template is available for the review team’s use.
	
	
	
	

	Approve draft findings and recommendations
	Review Team shall document the rationale they have employed for any recommendations and, where possible, provide a quantitative target or metric for measurement of the recommendations success.  
	
	
	
	

	Approve draft report for public comment
	Recommendations that meet the criteria defined above - clear, concise, concrete, prioritized, measurable and implementable will be incorporated into a draft report. The draft report will be published for public comment for a period of at least 40 days. The RDS-WHOIS2-RT may produce additional versions for public comment should it be deemed necessary.
	
	
	
	





	Section 5.0 Public Comment Period

	Milestone
	Description
	Start
	Expected Complete
	Complete 
	Status Updates and Notes

	Publish draft report for public comment
	A draft report will be published for public comment for a period of at least 40 days.
	
	
	
	

	Socialize draft recommendations with community
	ICANN63, Barcelona and/or webinars
	
	
	
	




	Section 6.0 Final Report

	Milestone
	Description
	Start
	Expected Complete
	Complete 
	Status Updates and Notes

	Analysis of public comment
	The Review Team will consider public comments and work towards reaching consensus on incorporating public comments, as appropriate, into the final report. Include an explanation of how public comments were considered as well as a summary of changes made in response to public comments. ICANN organization will provide a compilation of the public comments received.
	
	
	
	

	Assemble final recommendations
	The Review Team shall document the rationale they have employed for any nre recommendations and, where possible, provide a quantitative target or metric for measurement of the recommendations’ success.
	
	
	
	

	Cross-check final draft recommendations with scope
	Ensure final draft recommendations support objectives of the Review and is in line with the agreed-upon scope.
	
	
	
	

	Seek Board Caucus group and ICANN organization’s input on implementability of draft recommendations
	Engage with ICANN organization and ICANN Board Caucus Group, to seek input on feasibility of recommendations under the agreed scope 
	
	
	
	

	Approve final findings, recommendations and report for Board consideration
	The Review Team will come to an agreement on its final recommendations. The Review Team shall document the rationale they have employed for any recommendations and, where possible, provide a quantitative target or metric for measurement of the recommendation’s success. 
	
	
	
	

	Send final report to ICANN Board
	The Review Team will send the final report to the ICANN Board for consideration.
	
	
	
	




	Section 7.0 Implementation Planning and Feedback 

	Milestone
	Description
	Start
	Expected 
Complete
	Complete
	Status Updates and Notes

	Complete ICANN organization survey on review process 
	Review Team members will be invited to provide input on review process 
	
	
	
	

	Implementation
	A subset of Review team members will be determined and may be called upon to provide feedback on the review process and, when appropriate, implementation of recommendations.
	---
	---
	
	








