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[bookmark: _GoBack]While ICANN org provides detailed education on name collision, there is no restriction of registrants utilizing a unique identifier for a private zone that collides with a public zone. The SSR2 RT believes that the Recently concluded and published Name Collision Analysis Project (NCAP) Report[footnoteRef:1] is a step in the right direction to handle the unwanted name collision. While the NCAP report provides a deep insight into the name collision problem, the challenges related to the name collisions and their analyses remain something that need to be investigated further with innovative and aggressive strategies. More specifically, there is a need to devise a mechanism which allows detection of many (malicious) name collisions that remain unreported as of now. The NCAP study does not address these concerns. On the contrary, it concluded that there was no "recent" research on name collisions (since 2017) and took the decrease in reported name collisions as an indicator that the current mechanisms are working. However, it is important to note that decrease of traditional reporting mechanisms of name collisions may not be seen as absence of name collisions. Rather, the SSR2 RT believes that it could be because the nature of occurrence of name collisions might have been changed. Moreover, it is noteworthy that there is also a decrease in the delegation of new gTLDs in recent years.  [1:  Name Collision Analysis Project (NCAP) Final Report is available at https://www.icann.org/public-comments/ncap-1-proposed-final-report-2020-05-08-en] 


Besides, theEven though the Controlled Interruption Framework was proposed to avoid potential name collision of domain names in the Phase One Report of “Mitigating the Risk of DNS Namespace Collisions[footnoteRef:2] with the Controlled Interruption period proposed to be 90 days, the mechanisms under Collision Occurrence Management Framework has never been tested against evolving name collision attack scenarios, which was expected to a continuous process rather than a one-time mechanism. Even in the Phase One Report of the study, some investigations are performed over name collisions through unestablished and simple mechanisms of reporting which includes reporting from via email and phone calls from 2LD namespace, the SSR2 RT believes that the reporting mechanisms must be properly established to counter the ever-evolving challenges related to the name collisions. This aspect was ignored in the Phase One Study. Moreover, the study also discusses several alternate approaches to Controlled Interruption Framework including use of honeypots, DNAME and string-to-string approaches, but these approaches are never considered for implementation. This indicates that unless some established mechanism of detection and reporting of the name collisions is established, the success of the Controlled Interruption Framework will never be known. Hence, SSR2 RT concludes that name collision is still a challenge to be handled and Implementing the NCAP report along with other necessary steps as mentioned below could help in eliminating the name collisions. [2:  Mitigating the Risk of DNS Namespace Collisions Phase One Report is available at https://www.icann.org/en/system/files/files/name-collision-mitigation-study-06jun14-en.pdf] 


In addition, the final recommendations of NCAP study, on many occasions, are based on rationale rather than investigations of actual dataset. SSR2 RT believes that ICANN org should produce regular findings that can be used to "characterize the nature" of name collisions and investigate the frequency of their occurrences. This should be done in the light of recommendations made by the NCAP report while ensuring that the findings are produced independent of any party that has financial interest in the TLD expansion.

Moreover, SSR2 RT believes that there is no reporting and alerting mechanism allowing the community to file reports that may reveal sensitive data and security threats resulting from the collision. Hence, there need to be innovative and effective ways of enabling reporting on name collisions, public and private domains.

With the known instances of these attack vectors, the SSR2 RT feels the name collision problem is present and must be explored, diagnosed, and acted upon through careful study and action.  Among the findings of “MitM attack by name collision: Cause analysis and vulnerability assessment in the new gTLD era”[footnoteRef:3] were that the last round of gTLDs measurably exacerbated this problem.  [3:  Chen, Qi Alfred, Eric Osterweil, Matthew Thomas, and Z. Morley Mao. “MitM Attack by Name Collision: Cause Analysis and Vulnerability Assessment in the New gTLD Era.” 2016 IEEE Symposium on Security and Privacy (SP) (May 2016), 675-690. doi:10.1109/sp.2016.46.] 

[bookmark: _2afmg28]SSR2 Recommendation 28: Measuring Name Collisions
28.1. ICANN org should make a framework to produce findings that characterize the nature and frequency of name collisions and resulting concerns. The ICANN community should develop a clear policy and implement the solution before the next round of gTLDs, while involving all relevant stakeholders.

28.2. ICANN org should ensure that the process of producing the findings and implementing the solution of avoiding name collisions should be independent of any party that has financial interest in the TLD expansion. The reporting mechanism must also be inlinein line with the recommendations made by the NCAP report. 

28.3. ICANN org should identify metrics and devise mechanisms to measure the extent to which the Controlled Interrupt mechanism is successful in identifying and eliminating the name collisions of TLDs. This could be supported by a mechanism to enable community reporting on instances of name collision. These reports should allow appropriate handling of sensitive data and security threats and should be rolled into community reporting metrics.
