Cryptography
Rationale and Findings
DNS Cryptography
The SSR2 RT investigated two topics in the area of DNS Cryptograph.  First, the team investigated the transition from the RSA algorithm to another an elliptic curve algorithm for DNSSEC signatures. 
Cryptography evolves continuously and new stronger algorithms appear and existing algorithms are found to be less secure. Change in Key length or Algorithm rollover may be required from time to time to reflect evolution and meet security requirement.
Change of algorithm is a complex process and must be carefully conducted. 
RFC 8624 provides guidance on algorithm implementation and usage for DNS. 
 Second, the team investigated the need to transition to a post-quantum digital signature algorithm.
Elliptic Curve Cryptography
Elliptical curve cryptography (ECC) offers an alternative to the RSA public-key cryptography that is currently used for DNSSEC. The technique is based on elliptic curve theory that can be used to create faster, smaller, and more efficient cryptographic keys.  
The Elliptic Curve Digital Signature Algorithm (ECDSA) is widely accepted as secure.(cite to be added)
"Elliptic Curve Digital Signature Algorithm (DSA) for DNSSEC" (RFC 6605) has been published by the IETF to specify the use of ECDSA with curve P-256 and SHA-256 in DNSSEC.  Current estimates are that ECDSA with curve P-256 has roughly the same strength to RSA with 3072-bit keys; however, the keys are smaller, and the signature processing consumes less computing power.  The smaller size provides a considerable advantage for the DNS protocol, especially when DNS is used over UDP.  However, the signature validation time for ECDSA with curve P-256 and SHA-256 is greater than RSA with 3072-bit keys.
Other Elliptic Curve Digital Signature Algorithms like Edwards-Curve Digital Security Algorithm (EdDSA) for DNSSEC has also been published by IETF (RFC 8080).

.  The lower computing power consumption offers a significant advantage, especially for battery-powered devices.
 The Root KSK DNSSEC Practice Statement (DPS) provides guidance on key length and key rollover. The DPS says nothing, however, about how changes to the digital signature algorithm may be performed.  Recent guidance from the US National Security Agency recommends using 3072 bits for RSA.  ECDSA seems to offer a better alternative than very large RSA keys.
Post Quantum Cryptography
Most people had not heard of quantum computing a decade ago, but in recent years, it has captured the public’s imagination.  Part of this interest comes from the unique computational power of a quantum computer.  The US National Academy of Sciences recently issued a report on “Quantum Computing: Progress and Prospects,” with the high-level conclusion that now is the time to start preparing for a quantum-safe future.
DigiCert has estimated that it takes several quadrillion years to factor a 2048-bit RSA key using classical computing technology. In the future, if a large-scale quantum computer is invented, it can break the same key much faster, perhaps only a few months.  There are still many technical challenges that must be overcome before it is possible to build a quantum computer that threatens RSA and ECC, the two main asymmetric cryptographic algorithms that are used to secure the Internet.
Progress towards a large-scale quantum computer must track not only the scaling rate of the number of physical quantum bits or “qubits” computers have, but also error rates.  Error rates are important because they have a significant impact on the number of physical qubits required to make a logical qubit.  Physical qubits are the individual quantum systems that represent either a zero or a one; however, physical qubits are prone to errors, through unavoidable interactions with their environment, even at temperatures approaching absolute zero.  Many physical qubits can be combined into a single logical qubit, and the additional qubits are used to detect and correct these errors.  Researchers have yet to produce even a single logical qubit, though progress is rapidly being made towards that goal.  Once logical qubits are available, tracking the number of logical qubits will be the metric to track.
Industry standards groups are also preparing for a post-quantum future. The most well-known activity is the NIST post-quantum cryptography project, which is working with researchers around the world to develop new cryptographic primitives that are not susceptible to attack by quantum computers.  One can expect that project to take several more years before the resulting algorithms are ready for standardization.
In the meantime, researchers agree that hash-based signatures are post-quantum safe.  The Internet Research Task Force (IRTF) has specified these signature algorithms in their Crypto Forum Research Group (CFRG), using small private and public keys with a low computational cost.  However, the signatures are quite large, and a private key can only be used to produce a finite number of signatures.  While these algorithms are available today, these last two properties make hash-based signatures undesirable in the DNSSEC environment.

The Root KSK DNSSEC Practice Statement (DPS) provides guidance on key length and key rollover. The DPS says nothing, however, about how changes to the digital signature algorithm may be performed.  

SSR2 Recommendation 27: Algorithm Rollover
[bookmark: _GoBack]27.1. PTI operations should update the DPS to allow facilitate the transition from one digital signature algorithm to another, including an anticipated transition from the RSA digital signature algorithm to another algorithmECDSA or to future post-quantum algorithms that, which will create a more resilient DNS while providesing the same or greater security and preserves or improves the resilience of the DNS.

27.2. As root DNSKEY algorithm rollover is a very complex and sensitive process, PTI operations should work with other root zone partners and the global community to develop a consensus plan for future root DNSKEY algorithm rollovers, taking into consideration the lessons learned from the first root KSK rollover in 2018.
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